
FORT DIGITAL  
SECURITY MEASURES 
 
Regarding Security, Fort Digital always one step ahead compared with other companies : 
 
First : 
Fort Digital Pte Ltd is a Singaporean company with all of its data and directors being 100% Singaporean. 
The company utilizes a private cloud server instead of shared web hosting, and its MX server address, 
https://mx.fortdigital.net, is located in the Singapore region. Fort Digital employs the use of AWS Private 
Cloud Server EC2, which is the highest level of private cloud server available. For more information, you 
may click on the following link: https://bit.ly/3jcEaXR. 
 
Second : 
Fort Digital is the initial Singaporean SMS company to incorporate 2FA (2 Factor 
Authentication) Login into our web portal using the Google Authenticator App. 
 
Third : 
Fort Digital is GeBIZ Supplier and Government Supplier Expenditure and Policies 
Procurement Unit (EPPU) No : EPU/CMP/10,EPU/CNE/10 @ Financial Grade S7 
 
Fourth : 
Fort Digital is the first SMS company in Singapore to integrate 2FA (2 Factor Authentication) Login into its 
web portal via the Google Authenticator App. 
 
Fifth : 
All of our servers are secured with CISCO DUO and SMS OTP, ensuring that anyone who wishes to 
access them must u Fort Digital Security Measures.docxndergo 2 Factor Authentications.

 
 
Sixth : 
We utilize the OWASP ModSecurity Core Rule Set as our 
WEF, which serves as the primary line of defense against 
web application attacks. The OWASP ModSecurity Core 
Rule Set is a collection of attack detection rules designed to 
be used in conjunction with ModSecurity or similar web 
application firewalls. Its main objective is to shield web 
applications from various forms of attacks, such as those in 
the OWASP Top Ten, while keeping false alarms to a 
minimum. The CRS is effective against numerous attack 
categories, including SQL Injection, Cross Site Scripting, 
Local File Inclusion, and more. 
 
Seventh : 
We employ Mod Evasive measures to counteract HTTP DoS or DDoS attacks and brute force attacks. 
 
Eight : 
We offer an IP Whitelisting feature that permits access solely from designated IPs, while prohibiting other 
IPs. Additionally, our system features an Auto Suspend IP capability that kicks in when an individual 
attempts to log in with your Username but with an incorrect Password five or more times. By banning 
these IPs at the root level instead of the web level, we provide improved security, albeit at the cost of 
some inconvenience to our users. 
 
 
 

Ninth : 
We have a policy of not retaining data that is over 60 days old on our Live server. Instead, we archive 
logs that exceed this timeframe to an OFFLINE SERVER. This procedure is intended to limit the potential 
for significant data breaches in the event of any unforeseen occurrences. 
 
Tenth: 
A Third Party company, ZOHO, conducts round-the-clock monitoring of our website, and any issues are 
immediately brought to our attention. As a result, our response time in addressing downtime is faster than 
that of our competitors. Our live UP TIME status can be accessed at this link: https://bit.ly/2WslfPa. Over 
the past few months, our uptime has been consistently at 100%. 
 
Eleventh: 
Our web portal's certificate, which can be viewed at 
https://mx.fortdigital.net/sms-frontend/, is issued by 
DIGICERT, the same certificate authority employed by 
Facebook and PayPal. Moreover, our certificate is an EV 
SSL, which means that our company's existence has been 
validated as well. DIGICERT offers a Secure HTTPS EV 
SSL3 that protects and encrypts your data with up to 256 bits of security. Our DigiCert certificates also 
utilize the most secure encryption available and support both SHA-1 and SHA-2 algorithms. 
 
Twelfth: 
Fort Digital regularly performs Penetration Tests (PenTests) utilizing various 
tools, such as Online Pentest (https://pentest-tools.com/home) and Client 
Based Pentest tools like OWASP ZAP (Zed Attack Proxy).  
 
Fourteenth: 
Our server is safeguarded by cPHulk Brute Force Protection, which provides 
an additional layer of security against brute force attacks. This type of attack relies on automated systems 
to make repeated attempts at guessing your web server or service password. 

 cPhulk monitors the following web servers and services: 
 cPanel services (Port 2083). 
 WHM services (Port 2087). 
 Mail services (Dovecot and Exim). 
 The Pure-FTPd service. 
 Secure Shell (SSH) access. 

 
Fifteenth: 
ImunifyAV safeguards our server by conducting regular 
malware scans. In the event that it detects any 
malware, the user will be notified through the Files tab 
of the ImunifyAV interface. This provides an additional 
layer of security against brute force attacks, which rely 
on automated systems to repeatedly attempt to guess 
the password of your web server or services. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Sixteenth: 
VAPT and Penetration Test Audited by :  

 
 
Certified By: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Cyber Hygiene Score as per 20th January 2022 (Request latest from Fort Digital): A+ 
 

 
Threat Level as per 20th January 2022 (Request latest from Fort Digital): LOW 

 
 
Penetration Test Items: 10,976 20th January 2022 (Request latest from Fort Digital):  
Please request from Fort Digital for Complete List 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
● GeBIZ Supplier and Government Supplier Expenditure and Policies Procurement 
Unit (EPPU) No : EPU/CMP/10,EPU/CNE/10 @ Financial Grade S7 
● SBO License from IMDA (Infocomm Media Development Authority)  
PDPC/PDPA Compliance 
● DigiCert® SSL2 EV3 CerƟfied Company 
● The Straits Times 2019 Fastest Growing Company 2019 
● Established Since 2007 
 
Legal Name of Company: Fort Digital Pte. Ltd. 
Company Registration: 200718585C 
GST Registration:  200718585C 
Email Address:  sales@fortdigital.com.sg - support@fortdigital.com.sg 
Enquiry Hotline:  +65 6484 3863 
Fax:   +65 6722 8371 
WhatsApp Support: +65 8151 5000 (WhatsApp Only) 
Place Of Registration: SINGAPORE 
Address:   Da Jin Factory Building #03-04 , 362 Upper Paya Lebar Rd,  

Singapore 534963 
Operating Hours:  09:00am to 6:00pm (Mon-Fri) , Lunch Time : 01:00pm to 2:00pm 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The Straits Times 2019 Fastest Growing Company 2019, 27th February 2019 

Pioneer Company Developed SMS Technology : The Straits Times 25th February 2009 


